MamsaTka

Ans oby4yarowmxca 06 nHopmaLMoOHHON 6e30NacHOCTU AeTen
HEJTb3A
1. Bcem nogpsaa coobLiaTb CBOK YaCTHY0 MHpopMaumio (HacTosAwme nms, pamunuio, TenedoH, agpec, Homep
LUKOMbI, @ Takke doTorpacmm cBoun, CBOEN CEMbU U OPY3EN);
2. OTKpbIBaTb BMOXEHHbIE (hannbl 3aNEKTPOHHON MOYThI, KOrAa He 3Haellb OTnpaBuTens;
3. IpybuTtb, NpuanpaTbCs, OKkasblBaTb AaBleHNe — BECTU cebs HEBEXNNBO N arpeCcCUBHO;
4. He pacnopskancsa geHbramv TBoei ceMbn 6e3 paspelleHns ctapLlumx - Bcerga cnpalumsan pogutenemn;
5. He BcTpeyaicsa ¢ HTepHeT-3HaKOMbIMY B peanbHON XWU3HW - NOCOBETYMCS CO B3POCIbIM, KOTOPOMY AOBepsieLUb.
OCTOPOXHO
1. He Bce nuwyT npaeay. YnTtaelb o cebe Henpasay B IHTepHeTe — coobLum 06 3TOM CBOMM POAMTENSM UMK
OneKyHawm;
2. MNpurnawatoT nepenncbIBaTbCs, Urpatb, 0OMeHMBATLCS - MPOBEPbL, HET NN NOABOXA;
3. HesakoHHoe konupoBsaHue cainos B IHTepHeTe - BOPOBCTBO;
4. Bcerga pacckasbiBal B3pOCbiM 0 Npobriemax B CETM - OHX BCEraa NomoryT;
5. Mcnonb3yit HacTporikn 6e3onacHOCTV M NPUMBaATHOCTW, YTODOLI HE NOTEPATL CBOW akkayHTbl B COLICETAX U OPYruX
nopTanax.
MO>XXHO
1. YBaxawn gpyrux nosnb3oBarteneu;
2. MNMonbk3ayelwbca NHTEpHET-UCTOYHNKOM - Aenaw CCbIfKY Ha Hero;
3. OTKpbIBaW TOMbKO Te CCbINKK, B KOTOPbIX YBEPEH;
4. O6bwwaTbCsa 3a MOMOLLLI B3POCHbIM - POAUTENM, ONEKYHbI U aAMUHUCTPaLMS CalToB BCerga NomoryT;
5. Mpongun obyveHune Ha canTe « CeTeBUYOK» M NOMy4M NacnopT uncpoBoro rpaxaaHuHa!l

C KaxablM rogom Monoaexu B UHTEPHETE CTAaHOBUTLCS Gonblue, a LUKONbHUKN O4HU U3 CaMblX aKTUBHbIX
nonb3oBatenen PyHeTa. Mexay TeM, NOMUMO OFPOMHOFO KONM4ecTBa BO3MOXXHOCTEN, MUHTEPHET HECET 1 NPOobeMbI.
OTa namsATka JoMKHA NoMoYb Tebe 6e30MacHO HaxXOAUTLCS B CETW.

KomnbloTepHble BUpYChI

KomnbtoTepHbIV BUPYC - 3TO pa3HOBMAHOCTb KOMMbIOTEPHbBIX NMPOrpamMM, OTMYUTENBHON 0COBEHHOCTLIO KOTOPON
ABNAETCA CNOCOOHOCTb K pa3MHOXEHM0. B gononHeHme K 3ToMy, BUPYCbl MOFYT NOBPEAUTb UIN NOMHOCTbIO
YHUYTOXMUTb BCe haninbl U AaHHbIE, MOAKOHTPOSbHbIE NONB30BATENIO, OT MMEHU KOTOPOro Obina 3anyLieHa
3apaxéHHasa nporpaMmmMa, a Takke NoBpeanTb UNN AaXe YHUUTOXUTb OnepaLnoHHYy0 CUCTEMY CO BCeEMU dharinamu B
uenom. B 6onbLUMHCTBE cnydyaeB pacnpoCTPaHAKTCHA BUPYChbl YePE3 MHTEPHET.

MeToab! 3almThl OT BPEOOHOCHbLIX NPOrpamMmM:

1. Vicnonb3yn coBpeMEHHbIE ONepPaLMOHHbIE CUCTEMBI, UMEIOLLINE CEPLE3HLIN YPOBEHDb 3aLUUTbl OT BPELOHOCHbIX
nporpamm;

2. MocTosiHHO ycTaHaBnuBaw nayTy (ULMdpPOoBLIE 3annaTku, KOTOPblE aBTOMATUYECKN YCTaHABNMBAKOTCA C LeNbo
[opabTku nporpaMmmbl) U Apyrue 06HOBNEHUS CBOEN OonepaumnoHHON cnuctembl. CkaunBai Mx TOMbKO C ouLIManbHOro
cavita paspabotunka OC. Ecnu cyLiecTByeT pexnm aBToMaTu4eckoro 0OHOBMNEHMWS, BKITHOYU €rO;

3. PaboTtan Ha cBoem KOMMbOTEPE NOA NpaBaMu NONb3oBaTens, a He agMnHucTpaTopa. ATO HE NO3BONMUT
OOnbLUIMHCTBY BPEOOHOCHbIX MPOrpamMM MHCTaNIMPoOBaTbCA Ha TBOEM NEPCOHANbHOM KOMMBIOTEPE;

4. N\cnonb3yn aHTMBUPYCHbIE MPOrpaMMHbIE NMPOAYKTbl U3BECTHBLIX NMPOU3BOANTENEN, C aBTOMATUYECKM
obHoBneHnem 6as;

5. OrpaHunyb uandeckuii 4OCTYN K KOMMbIOTEPY AN MOCTOPOHHUX MWL,

6. Vicnonb3yi BHELLIHNE HOCUTENW MHAOPMaLWK, Takme Kak prneLuka, guck nnu dann n3 MHTepHeTa, TONbKO 13
NPodepPEHHLIX MICTOYHUKOB;

7. He oTkpbiBaw KOMnblOTEpHbIE hainbl, MONyYeHHbIE U3 HEHaAEXHbIX UCTOYHMKOB. [laxke Te channbl, KoTopbie
npuvcran TBov 3HaKOMbIW. Jlyylie yTo4YHu y Hero, oTnpaensan nm oH Tebe unx.

Cetn WI-FI

Wi-Fi - 3T0 He BMA nepeaayn AaHHbIX, HE TEXHOMOIUSA, a Bcero nuwb 6pena, mapka. Ewe B 1991 rogy
HuaepnaHackas komnaHus 3apernctpuposana 6peHg «WECAy, yto o6o3Hayano crnosocoyetaHue «Wireless
Fidelity», koTopbIi nepeBoanTCA kak «becnpoBogHasi TOYHOCTbY.

[o Hawero BpeMeHn gowina apyras abbpeBuaTypa, KoTopas SABMsSieTCs Takon e TexHornoruen. 3to abbpesnatypa
«Wi-Fi». Takoe Ha3BaHue OblNo AaHO C HAMEKOM Ha CTaHAapT BbICLUMIA 3BYKOBOW TexHukM Hi-Fi, yto B nepeBoae
0O3HayaeT «BbICOKasi TOYHOCTbY.

[a, 6ecnnaTHbIN UHTEPHET-AO0CTYN B Kade, OTENAX U a3ponopTax sABNSAETCS OTIIMYHON BO3MOXHOCTLIO BbiXOo4a B
WHTEepHeT. Ho MHOrme akcnepTbl cyMTaroT, 4To obwenoctynHele Wi-Fi ceTn He siBnstoTcs 6e3onacHbiMU.

CoBeTbl No 6e3onacHocTh paboTte B 06wenocTynHbix cetax Wi-fi:

1. He nepepaBaii cBoto nu4Hyto MHopmaLmio Yyepes obuenoctynHele Wi-Fi ceTn. PaboTas B HUX, xxenatenbHo He
BBOAMTb Naponv AOCTyna, NOrMHbI U Kakme-To HoMepa;

2. cnonb3yih n 06HOBNSA aHTUBMPYCHLIE NporpamMmMel U 6paHamMayep. Tem cambiM Tol 06e3onacullb cebst ot
3aKauyku BUpyca Ha TBOE YCTPONCTBO;

3. Mpwu ncnonbzoBaHunm Wi-Fi otknioun dyHkumo «Obwmii gocTyn K davinam v npuHTepamy». [JaHHas dyHKums
3aKpbiTa MO YMOYaHMWIO, OOQHAKO HEKOTOPbIE MONb30BATENM aKTUBMPYIOT €€ aAnd yaobcTea ncnonb3oBaHuns B pabote
unu y4yebe;

4. He ucnonb3yn ny6nuyHein WI-FI ans nepegayv nu4HbIX aHHbIX, HANPUMEP ANS BbIXO4a B coLMarnbHble CETU U
B 3NIEKTPOHHYIO NOYTY;

5. inonb3yi Tonbko 3awmileHHoe coeamHeHune Yyepes HTTPS, a He HTTP, T.e. npu Habope Be6-agpeca BBoau
MMeEHHO «https://»;



6. B mobunsHom TenedoHe oTkntoun dyHkumo «MogkntoveHne k Wi-Fi asTomaTtnyeckny. He ponyckain
aBTOMaTMYECKOro NOAKI0YEeHNs ycTponcTea k cetam Wi-Fi 6e3 TBoero cornacusi.

CoupmanbHble cetu

CoupmanbHble CeTn aKTMBHO BXOAAT B HaLLY XW3Hb, MHOTME Ntoan paboTaroT 1 XUBYT TaM NOCTOsSIHHO, a B Facebook
yXe 3aperucTpypoBaH MUMMapa YernoBek, YTo SABNSeTCs OOHON celbMOW BCEX Xutenewn nnadetsl. MHorne
nonb3oBaTeny He NOHUMALOT, YTO HOPMaLUUs, pasMeLLeHHas UMK B coLmarnbHbIX CETAX, MOXET BbITb HanaeHa u
ncrnonb3oBaHa KeM YrogHo, B TOM Yncne He o6s3atensHo ¢ 6rnaruMm HamepeHnsmu.

OcHoBHble coBeTbl M0 6€30MacHOCTU B coLMarnbHbIX CETSX:

1. OrpaHunyb cnncok gpysen. Y 1ebs B Apy3bax HE AOMKHO ObITb CriyYanHbIX Y HE3HAKOMBbIX NIOAEN;

2. 3awmuar CBOK YacTHYIO XW3Hb. He ykasbiBar naponu, TenedoHbl, agpeca, 4aTy TBOEro pPOXAEHNs U Apyryio
NMYHYI0 nHcpopmaumio. 3MoyMBbILLIIEHHUKX MOTYT UCMOSb30BaTh AaXe MHPopMaLMIO O TOM, Kak Tbl U TBOW POAUTENN
nnaHnpyeTe NPOBECTU KaHUKYIbI;

3. 3awmwar cBOK penyTaumio - AepXun ee B YncToTe 1 3aaasan cebe Bonpoc: xoten Okl Thl, 4TOOLI Apyrre
nonb3oBaTeny BUAENN, YTO Thl 3arpyxaeLs? MNogyman, npexae Yem YTto-To onybnukosaTb, HanMcaTb U 3arpy3nTb;
4. Ecnu Tbl roBOpWLLb C NIOABMU, KOTOPbIX HE 3HAELLb, HE NUCMONb3YN CBOE pearibHoe UMS U APYIyio NUYHYI0
WH(OPMaLUK: UMS, MECTO XUTENbCTBA, MECTO Y4ebbl 1 NpoYee;

5. N3berai pasmelueHns doTorpaduii B IHTepHeTe, rae Thl N306paxeH Ha MECTHOCTU, MO KOTOPOW MOXHO
onpefenvTb TBOE MECTOMONOXEHWE;

6. MNpun perncTpaumn B coumanbHON ceTn HeobxoAMMO UCMOMNb30BaTb CNOXHbLIE NAPONN, COCTOSILLME M3 BYKB 1 LMdp
M C KONNYECTBOM 3HaKOB He MeHee 8;

7. Ansa coumanbHOM ceTun, NoYThbl U APYIMX CakTOB HEOOXOAUMO MCMOMb30BaTh PasHbie naponu. Toraa ecnu Tebs
B3MTOMaloT, TO 3MOYMBILLNEHHNKN MONy4aT AOCTYN TONbKO K OQHOMY MECTY, a He BO BCe cpaasy.

OneKTPOHHbIE AEHbIN

OneKTPOHHbIE AEHbIM — 3TO O4YeHb YA0OHbLIM cnocob nnaTtexen, OAHAKO CyLLECTBYHOT MOLLUEHHUKW, KOTOpbIe XOTAT
NonyYnTb 3TW AEHbIN.

OnNeKTPOHHbIE AeHbIM MOSBUMNCL COBCEM HEABHO M MMEHHO U3-3a 3TOFO BO MHOMMX rocyAapcTBax 40 CUMX Nop He
NPOMNMCaHo NPo HWUX B 3aKOHaX.

B Poccum e oHY yHKLMOHMPYIOT U O HUX YXXe NPOMNUCaHo B 3aKOHE, rae UX pasfensoT Ha HECKOMbKO BUAOB -
aHOHUMHbIE N HEe aHOHWMHbIE. PasHuLa B TOM, YTO @HOHMMHbIE - 3TO Te, B KOTOPbLIX paspeLuaeTcs NpoBoanUTb
onepauumn 6e3 ngeHTMdrKaumMmn Nonb3oBaTens, a B HeaHOHUMHbIX MAEHTUMKaLMN nonb3oBaTens aBnseTcs
06a3aTenLHON.

Tarke cnegyeT pa3nuyath aMNeKTPOHHbIE pruaTHble AeHbIN (PaBHbI FOCYAapPCTBEHHBIM BantoTaM) 1 SNeKTPOHHbIE
HedmaTHble AeHbr (He paBHbl FOCYAapCTBEHHbIM BantoTam).

OcHoBHble coBeTbl M0 6e3onacHoi paboTe ¢ ANeKTPOHHBIMU AeHbramu:

1. MpuBSHXM K CHETY MOBUMbHBIN TenedoH. ITO camblvi YA0OHBI 1 BbICTPbIA CNOCcO6 BOCCTaHOBUTL AOCTYM K CYETY.
MpuBs3aHHbIM TenedoH NOMOXET, ecnu 3abyaelLlb CBOM MNATEXHbIN Naposb UNW 3angellb Ha CalT C HE3HAaKOMOro
YCTPOMNCTBA;

2. Ncnonb3yn ogHopasosble naponu. [ocne nepexoda Ha ycuneHHyto aBTopusaumnio Tebe yxe He ByaeT yrpoxaTtb
OMNacHOCTb KpaXkv Unu nepexasaTa NnaTexHOro napons;

3. Beibepu cnoxHein napons. MNpectynHukam 6yaeT He NPOCTO yragaTth CNOXHbIN Naponb. HagexHble naponu — 3710
naponu, KoTopble coaepxaT He MeHee 8 3HaKOB M BKIOYAOT B cebsi CTPOYHbIE U NPONUCHBIE ByKBbI, LMdpbl 1
HEeCKONbKO CMMBOJIOB, Takue Kak 3Hak gonnapa, yHTa, BOCKNuuaTenbHbIn 3Hak 1 T.n. Hanpumep, StRONg!;;

4. He BBOAM CBOM NYHbIE AaHHbIE HA CanTax, KOTOPbIM He AoBepseLLb.

OneKTpoHHas MoHTa

OneKTpoHHas NoYTa — 3TO TEXHOMNOMMA 1 NPeaoCcTaBnseMble et YCyrn No NepechInke U NOMyYEeHUIO 3MeKTPOHHbIX
COO0OLLEeHWI, KOTopble pacnpeaenstoTca B KOMMNbOTEPHON ceTh. OBbIYHO SMEKTPOHHbIN MOYTOBLIN AWK BbIFAANT
cnepytowmm obpas3oM: Ms_nonb3oBaTena@umsa_aomeHa. Takke KpoMe nepefaydm NnpocToro TeKCTa, MMeeTes
BO3MOXHOCTb nepeaaBatb hannsbi.

OcHoBHble coBeTbl N0 6e3onacHon paboTe C ANEKTPOHHON NOYTOW:

1. Hapo BbibpaTb NpaBumbHbIN NOYTOBLIV CepBUC. B MHTEpHeTe eCTb OrpoOMHBIV BbIGOp 6ecnnaTHbIX MOYTOBbIX
CEpPBUCOB, OHAKO Ny4Lle JOBEPSATb TEM, KOro 3HaeLlb U KTO NEPBLIA B PENTUHTE;

2. He yka3biBan B NUYHOM NoYTe NUYHY0 nHdopmaumio. Hanpumep, nyyiie BeibpaTh «My3blkanbHbli_aHaT@» unm
«pok2013» BmecTo «Temal3»;

3. Ncnonb3yi AByxaTanHyo aBTopm3aumio. 3T0 Korga noMMMo napons HyXXHO BBOAUTBL KO, MpUckiniaemMblin no SMS;
4. Bbibepyn CnoxHbIi napornb. [ns Kaxgoro NoYTOBOro silMKa AOSMKeH ObITb CBOM HAAEXHbIN, YCTOMYUBLIN K B3NIOMY
naporns;

5. Ecnu ecTb BO3MOXHOCTb Hanncatb caMoOMy CBOW NINYHbLIN BOMPOC, UCMOMb3YN 3Ty BO3MOXHOCTb;

6. Vicnonb3yn HECKONbKO NMOYTOBbLIX ALUMKOB. NepBbin ANS YacTHOM NEPEnUCKX ¢ aapecatammn, KOTOpbIM Thbl
AoBepsieLlb. ATO SMEKTPOHHbLIN aApec He Hafo NCMOoNbL30BaTh NPY perncTpauun Ha dopymax n camTax;

7. He oTkpbiBaln annbl u gpyrve BrnoXeHus B NMCbMax Aaxe ecrnv OHW NPULLINK OT TBOUX Apy3en. Jlydlle yTouHn y
HUX, OTMPaBNSANN N OHW Tebe 3Tn dannsbl;

8. MNocne okoH4YaHWsa paboTbl Ha NOYTOBOM CepBUCe Nepes 3akpbiTUEM BKINagKM C canToM He 3abyap HaxaTb Ha
«BbInTny.

KubepOynnuHr nnv BupTyanbHoe 13geBaTenbCTBO

KnbepbynnuHr — npecnenoBaHme COOBLLEHNAMN, COAEPXKALLMMN OCKOPONEHMs, arpeccuto, 3anyrmBaHue;
XyINWUraHcTBO; coumnanbHoe 60NKOTMPOBaHME C MOMOLLBIO PA3NNYHbIX MHTEPHET-CEPBHCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ kMbepOyNNNHroMm:

1. He 6pocaiics B 6o1. Jlyymii cnocob: nocoBeToBaThbCs kak cebst BECTU 1, eCrW HET TOro, K KOMY MOXHO
obpaTnTbCs, TO BHavane ycrnokontbcs. Ecnm Tbl HauHelwb oTBe4aTb OCKOPOIEHNSIMU Ha OCKOPOEHUs!, TO TONBKO
ele bonblue pasoxokeLlb KOHINKT;



2. Ynpaensii cBoen knbeppenyTtaumen;

3. AHOHMMHOCTb B ceTu MHUMast. CyLLecTBYIOT CMOCO6bI BbISICHWUTb, KTO CTOUT 38 @HOHUMHbIM aKkayHTOM;

4. He cTouT BECTU XynNUraHckuin obpas BUpTyanbHON XW3HWU. MIHTepHeT hukcupyeT Bce TBOM AENCTBUSA U COXpPaHSaeT
ux. Yganute ux 6yget kpanHe 3aTpyaHUTENBHO;

5. Cobntogav cBOW BUPTYanbHYIO YeCTb CMOMOAY;

6. NrHopupyi eanHnyHbIn Heratus. OgHOpa3oBble ocKopbuTenbHble CO0BbLLEHNS NyYlle urHopuposaTtb. OBbIMHO
arpeccus npekpallaeTcs Ha HavanoHoOW cTaamu;

7. BaH arpeccopa. B nporpammax o6MeHa MrHOBEHHbIMU COOBLLIEHNSIMU, B COLMANbHbLIX CETSX €CTb BO3MOXHOCTb
ONOKMPOBKM OTNPaBKM COOBLLEHUI C onpeaerneHHbIX aapecoB;

8. Ecnu Tbl cBMAeTenb knbepbynnuHra. TBou AeNCTBMA: BbICTYNWUTL MPOTUB NpecnefoBaTens, nokasaTb emMy, YTo ero
AeNCTBMA OLEHNBAIOTCA HEraTMBHO, MOAAEPXKaTb XepTBY, KOTOPOWN HyXHa Ncuxonornyeckas MOMOLLb, COOBLLNTb
B3pOCIbiM O dhakTe arpecCMBHOrO NOBEAEHNSA B CETU.

Mo6unbHbI TenedoH

CoBpeMeHHble cMapT(OHbI U NNaHLWeThbl cogepxat B cebe BnonHe B3pochbln pyHKUMOHArM, U TENepb OHN MOTyT
KOHKYpUpOBaTb CO CTauMoHapHbIMK KoMnbloTepamn. OaHako, cpecTB 3alumThl ANS NOA06HbBIX YCTPOMCTB noka
OYeHb mMarno. TecTupoBaH/e 1 NOUCK YA3BMMOCTEN B HUX MPOUCXOAUT HE Tak MHTEHCKBHO, kak ans MK, To xe camoe
KacaeTcst U MOBUNbHbLIX NPUNOXEHWUN.

CoBpeMeHHble MOGUMbHbIE Bpay3epbl YXKe NPaKkTUYeCKN AOrHanM HacTomMbHblE aHanorn, OgHaKo paclumMpeHve
dyHKUMOHana BneyeT 3a co60n 60nbLUYI0 COXHOCTb N MEHbLLYIO 3aLLMLLEHHOCTb.

[laneko He BCe MPOM3BOAUTENM BbIMyCKalOT OOHOBMEHWS, 3aKpbIBaIOLLME KPUTUYECKNE YS3BUMOCTY O151 CBOUX
YCTPOWCTB.

OcHOBHbIe coBeTbI AN 6e30nacHOCTM MOGUIBLHOIO TenedoHa:

1. Hnyero He siBnaeTcsa no-Hactoswemy 6ecnnatHeiM. Byab ocTopoxkeH, Beab korga tebe npeanaratoT 6ecnnaTtHbin
KOHTEHT, B HEM MOrYT ObITb CKPbITbI KAKWE-TO NMaTHbIe YCNyru;

2. Oyman, npexage 4yem otnpasntb SMS, OTO Mnn BMAEO. Thbl TOYHO 3HaeLLb, rae OHWM ByayT B KOHEYHOM mTore?

3. Heobxoanmo 06HOBNATL ONepaLmoHHy0 CMCTEMY TBOEro CMapTdOHa;

4. Vicnonb3yi aHTUBMPYCHbIE MPOrpammbl Ans MOGUMbHBIX TeNedOHOB;

5. He 3arpyxan npunoxeHusa oT HEM3BECTHOrO UCTOYHUKA, Beb OHWU MOTYT coAepXaTb BPEOHOCHOE NPOorpaMMHoe
obecneyeHue;

6. MNMocne Toro Kak Thbl BbIMAELLb C cawTa, rAe BBOAMN NNYHY0 MHOpMaUuMIo, 3anan B HacTponku bpaysepa n yaanu
cookies;

7. MNeprognyeckn NpoBepsan Kakue nnaTHble YyCnyry akTMBMPOBaHbI HA TBOEM HOMEpE;

8. [laBaui cBon HOMep MOBUNBbHOro TenedoHa TOMNbKO NMOAAM, KOTOPbLIX Thbl 3HAELLb U KOMY JOBEPSELLb;

9. Bluetooth gomkeH 6bITb BbIKMIOYEH, KOTAA Thl UM He Nonb3yeLlbes. He 3abbiBan nHorga NnpoBepsATh 3TO.

Online nrpsbl

CoBpeMeHHble OHManH-Urpbl - 3TO KpacoyHbIe, 3axBaThiBaloLLMe pa3BneyeHns, obbeanHsALWmMe COTHU ThiCAY
YenoBeK Mo BceMy Mupy. Vrpoku nccneaytoT AaHHbIA UM MU, oGLLatoTCs ApYr C APYroM, BbINOMHSIOT 3a4aHus,
CpakatoTCs C MOHCTPaMM ¥ NonyyaroT onbIT. 3a yA0BOMNbCTBME OHW MAATAT: MOKYNaloT AUCK, OnfaynsaoT aboHeMeHT
Unun NprobpeTaroT Kakme-To onumu.

Bce atu cpeacTea nayT Ha nogaepxaHvie 1 pasBuTUE UIpbl, a Takke Ha caMy 6€30NacHOCTb: COBEPLUEHCTBYHOTCS
CMCTEMbI aBTOPM3aLmm, BbiMyCKaloTCA HOBblE NaTyy (LMdpPOBLIE 3annaTku Ans NporpamMmm), 3aKpblBaroTCs
YySI3BMMOCTW CEPBEPOB.

B nogo6HbIX urpax CToMT onacaTtbCs He CTOMbKO CBOMX COMEPHUKOB, CKOMbKO KpaXu TBOEro Napossi, Ha KOTOPOM
OCHOBaHa cucTema aBTopu3aumm 60nbLUMHCTBA Urp.

OcHoBHble coBeTbl MO0 6e30MacHOCTM TBOEro UrPOBOrO akKayHTa:

1. Ecnu gpyrow urpok BegeTt cebsa nnoxo nnu cosgaet Tebe HeNpUSATHOCTM, 3abMNOKMPYI ero B CNCKe UIPOKOB;

2. Moxanynca agMMHUCTPaTOPaM Mrpbl Ha NIOXoe NoBeAEHNe 3TOr0 UFPOKa, XKenaTernbHO NMPUNOXUTE Kakme-To
AoKasaTenbCTBa B BUAE CKPVHOB;

3. He ykasbiBan nuyHyo nHcopmMaumio B npodanne urpbl;

4. YBaxan gpyrmx y4acTHMKOB MO Urpe;

5. He yctaHaBnuBan HeoduumanbHble Natyy U Moapl;

6. Micnonb3yit crnoxHble U pasHble naponu;

7. [axe BO BpEMSs UrPpbl HE CTOUT OTKIIOYaTb aHTUBUPYC. [oKa Thl Urpaellb, TBOW KOMNbLIOTEP MOTYT 3apasuTb.
DULLINHI UK KpaxKa NUYHBIX JaHHbIX

OB6bIYHONM KpaXken AeHer U JOKYMEHTOB CErOfHSA YXXe HMKOro He yaAMBULLb, HO C Pa3BUTUEM MHTEPHET-TEXHOMOMIA
3I10YMBbILLMEHHWKM NEePeMECTUITUCE B MHTEPHET, Y NPOAOIHKaKT 3aHUMaTbCS «III0OMMbBIM» AemnoMm.

Tak nosiBuNach HOBas yrpo3a: UHTEPHET-MOLLEHHNYECTBA UN OULLIMHT, FMaBHas Lienb KOTOPOro COCTOUT B
nony4YeHnn KoHpAeHUNaNbHbIX AaHHbIX NOMb30BaTeNnen — fIOrMHOB M napornen. Ha aHrnuiickom sa3kbike phishing
ynTaetcs kak cuwmHr (ot fishing — pbibHas nosns, password — naponsb).

OcHoBHble coBeTbl N0 6opbbe ¢ PULLNHIOM:

1. Cnegwm 3a cBOMM akkayHTOM. Ecnu Tbl nogo3peBaellb, YTO TBOS aHkeTa Obina B3nomaHa, To HeobxoaMmo
3abnokupoBaTb ee 1 CoobLMTb agMUHUCTPaTopam pecypca 06 3TOM Kak MOXHO CKopee;

2. Ncnonb3yih 6e3onacHble Be6-canThbl, B TOM YMCHE, MHTEPHET-MarasuHoOB M NMOUCKOBbBIX CUCTEM;

3. Ncnonb3yii cnoxHble 1 pasHble naponu. Taknum o6pasom, ecrnv Tebsa B3NoMaloT, TO 3M0yMbILLNEHHUKW nonyyat
[OCTYN TONbKO K OAHOMY TBOEMY NMpPOUIIio B CETU, @ HE KO BCEM;

4. Ecnu Tebs B3nomanu, To Heob6xoanmo npeaynpeanTb BCEX CBOUX 3HAKOMBbIX, KOTopble AobaBrneHbl y Tebs B
ApY3bsiX, 0 TOM, 4TO Tebs1 B3noManu n, BO3MOXHO, OT TBOEro UMeHu ByAeT pacchinaTeCa cnam U CCbINKA Ha
ULLNHIOBbIE CalThI;

5. YcTaHoBu HagexHbIn napornb (PIN) Ha MOGUMbHBIA TeNedoH;

6. OTknIoYM coxpaHeHue napons B 6paysepe;



7. He oTkpbiBai dainbl 1 Apyrue BNOXEHUS B MUCbMaXx AaXKe €Cr OHW NPULLNKU OT TBOWX Apy3en. Jlydlue yTouHn y
HUX, OTMPaBASANN N oHW Tebe aTn dannsbl.

Lndposas penytaums

LindppoBas penyTtaums - 370 HeraTvBHas UM NO3MTUBHAA MHOpMaUMs B ceTu o Tebe. KomnpomeTupytoLas
NHdOpMaLnsa pa3MeLLeHHas B MHTEPHETE MOXET Cepbe3HbiM 06pa3oM OTPa3nTLCS Ha TBOEW pearnibHOWM XXU3HW.
«Umndpposas penytaumsa» - 3T0 TBON MMUOXK, KOTOPLIN hopMUpyeTcs 13 uHdopMauum o Tebe B MHTEpHeTe.

TBOEe MecCTo XuTenbCcTBa, y4ebbl, TBOe PpMHAHCOBOE NOMNOXEHWNE, OCOBEHHOCTM XapakTepa 1 pacckasbl 0 6Grn3KnX -
BCe 3TO HakannveaeTcs B CETU.

MHorve noapocTKn NEerkoMbICIEHHO OTHOCATCA K Ny6nmkauum nu4Hon nHdopMauum B IHTepHeTe, He NoHUmas
BO3MOXHbIX NocneacTeui. Thl faxe He CMOXeLlb oragaTbCsl 0 TOM, YTO poTorpadms, pasmeLleHHas 5 net Hasag,
cTana npuMYMHON OTKasa NpuHATL Tebsa Ha paboTy.

KommeHTapun, pasmelleHne TBonx dpotorpaduin n apyrne 4encTsnst MOryT He UCHE3HYTb [iaXe Mocne Toro, Kak Thbl
UX yaanuiub. Tbl He 3HaELLb, KTO COXpaHuI 3Ty MHdopmaLuio, nonara fin OHa B NOUCKOBbIE CUCTEMbI U COXPaHUNach
N OHa, a rMaBHOe: YTO NogymatoT 0 Tebe okpyxatoLLiee Nan, KOTopble HaUAyT U yBUAAT 3T0. HanTn nHgpopmaumo
MHOrO NeT CryCcTs CMOXEeT NtoboNn - kak 13 Ao6pbIX NOBYXXAEHUI, TaK U C HAMEPEHNEM NPUYNHUTL Bped. STO MOXeT
ObITb KTO YrogHo.

OCHOBHbIE COBETHI MO 3alumTe LMdpoBON penyTaumm:

1. Mogyman, npexae Yem 4YTO-TO NyGNMKoBaTh N Nepepasath y cebs B 6riore nnm B coumanbHon ceTu;

2. B HacTponkax npodunsi ycTaHOBM OrpaHUYEHNst Ha NPOCMOTP TBOEro Npoduns 1 ero coaepXxnumoro, caenan ero
TOMbKO «ANs Opy3emn»;

3. He pa3smeluan n He ykasbiBan MHOPMALMIO, KOTOPas MOXET KOro-nmbo ockopbnsaTe nnm obuxatsb.

ABTOpCKOE NpaBo

CoBpeMeHHbI€e LLKOMbHUKN- aKTUBHbIE NOMb3oBaTeny LngpoBoro npoctpaHcTea. OaHako Aaneko He BCe 3HaloT, YTO
nonb30BaHNe MHOrMMM BO3MOXHOCTAMM LiMcpoBoro mmnpa TpebyeTt cobniogeHns npaB Ha MHTENNEKTyanbHy
COBCTBEHHOCTb.

TepMUH «MHTenneKkTyanbHas COGCTBEHHOCTbY OTHOCUTCS K Pa3fMYHbIM TBOPEHMSAM YENOBEYECKOro ymMa, Ha4ynHas ¢
HOBbIX N3006peTeHNI 1 3HaKOB, 0603HaYaoLLMX COBCTBEHHOCTb Ha NPOAYKTHI U YCAYIY , K 3aKaHuYMBas KHUramu,
doTorpadumamu, KuHodunsMamm 1 My3blKarbHbIMU NPOU3BEAEHNAMM.

ABTOpCKMe NMpaBa - 3TO NpaBa Ha MHTenNnekTyanbHyl COBCTBEHHOCTb HA NPON3BEAEHUS HayK1, MMTepaTypbl 1
nckycctea. ABTOPCKME npasa BbICTYNaloT B Ka4eCTBE rapaHTuM TOro, YTO UHTENNEKTyanbHbIA/TBOPYECKUI TPYA,
aBTopa He OyaeT HanpacHbIM, 4acT eMy CripaBeanvBble BO3MOXHOCTU 3apaboTaTh Ha pesynbTaTax CBOero TpyAaa,
NonyYnTb M3BECTHOCTb U NpU3HaHue. HukTo 6e3 paspelueHns aBTopa He MOXET BOCNPOU3BOANTL €ro
npousseeHvne, pacnpocTpaHaTb, Ny6NnMYHO AEMOHCTPMPOBaThL, MPoAaBaTh, UMNOPTMPOBATL, NycKaTb B NPOKarT,
ny6rnYHO NCNOMHATL, NOKa3blBaTb/MCNONHATL B adnpe unn pasmewlate B IHTepHeTe.

Mcnonb3oBaHne «nupaTckoro» NpPorpamMmmHoOro obecneyeHns MoXeT NPUBECTU K MHOTMM pUCKaM: OT NOTepU AaHHbIX
K TBOVMM aKkayHTaM A0 OnOKMPOBKM TBOErO YCTPOWCTBA, rA€ YCTaHOBMEHHBIN He neransHasa nporpamma. He ctont
Takke 3abbiBaTb, YTO CyLeCTBYeT neranbHble 1 6ecnnatHble NporpaMMbl, KOTOPblE MOXHO HalTh B CETHU.

O noprtane

CeTeBUYOK.pd - TBOW IMaBHbIN COBETYMK B CETU. 30€Cb Thl MOXELLb Y3HaTb 0 6€30NacHOCTM B CETU MOHSITHBIM U
AOCTYMHBLIM S3bIKOM, @ MPU BO3HNKHOBEHUW KPUTUYECKON cuTyaumm obpaTntbCs 3a COBETOM. A Takxke NpUHATb
yyacTme B KOHKypcax 1 cTaTb CambiM LMEPOBLIM rpaxkgaHuHOM!



